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The buying and selling through the internet is now often done by people in
Indonesia sometimes rise to the phenomenon of cyber crime crimes such as
fraud, thus requiring special legal protection for victims of fraud and selling
online. The problem in this study is how the legal protection for victims of
fraud online purchase? and what are the factors that affect the legal
protection for victims of fraud online purchase?

The method used by juridical normative and empirical. Data were collected
through library research and field study. Informants in this study included
investigators at Bandar Lampung Police, Attorney at Bandar Lampung
District Attorney, and District Court Judge in Class IA Tanjungkarang.

The results of this study concluded that the legal protection of victims of crime
and selling online is basically done through the efforts of the penal and non-
penal. Efforts can be reached through the efforts of penal repression, while the
non-penal reached by preventive. Repressive efforts done by that victim of
criminal fraud can be reported by visiting the law enforcement agency for
further proceedings. Further preventive measures carried out by providing
socialization of legislation and legal counseling related to the use of
technology and culture did not respond to requests for personal information
via e-mail. Factors affecting the protection of victims of fraud online trading
focused on the lack of adequate infrastructure, not maximal dissemination of
laws and regulations related to the crime of cyber crime to the community, the
quality of law enforcement resources and the culture of the people who are
reluctant to provide reports and testimony.

The suggestions submitted that the Government of the Republic of Indonesia
should include law enforcement officers in the education and training
specifically to improve the quality and the capability for law enforcement
agencies in exposing cases of cyber crime.
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